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I INFORMZASCHITA

25 years on CIS market TOP-3 Russian CIS-companies
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partners
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projects
annually

> [T

—n—i

leader

_ among Russian
information security integrators
1 1

T AT

%> 4000

<

customers

OO00O000o00oa0

> 300

highly qualified
specialists




Industry knowledge
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Our offerings

Development &
integration

Consulting & = Procurement &
Compliance implementation

% Education &
Awareness
Detection & Maintenance &

Response Service

Audit &
Penetration

Full set of services
for whole Cybersecurity
lifecycle

Traditional & MSSP
On premise & Cloud
Based




|) |ZSOC MSSP Security Operation Center

IO

Log handling & storage 1Z:vSOC a8 Microsoft On-site & off-site
Azure Sentinel

Computer security incident 24x7x365

detection & response

_ Dedicated penetration
Forensics testers team

Automated & Manual tests

Threat intelligence

Real attack emulation
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Forced teleworking
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#% Exploits 5 Maps % Share Search & Download Re

TOTAL RESULTS

Russian Federation 41,243
TORCMES
Russian Federation 82,941 Moscow 8111
Saint Petersburg 2,878
TOP CITIES Yekaterinburg 784
Novosibirsk 628
Moscow 12,998 _—
Nizhniy Novgorod 201
Saint Petersburg 4,208
Novosibirsk 1434 TOPORGANIZATIONS
Yekaterinburg 1270 Rostelecom 5,167
Krasnoyarsk 166 Interproekt Ltd. 1,691
VimpelCom 1,260
TOP ORGANIZATIONS MTS PISC s
""""""""""""""""""""""""""""""""""""""""""""" PJSC MegaFon 483
Rostelecom 6,609
RUCIoud 3823 TOP OPERATING SYSTEMS
000 Network of data-centers Selectel 3079 Windows 8 12
Hosting technology LTD 3,016 Windows Server 2008 R2 101
JSC Mediasoft ekspert 1,988 windows n
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COHapy*eHo HOBOE COeAWHEHME C aapecon 104,198,14.52 g cncke Tl
CBHapy*eHD HOEDE COBAMHEHME ¢ dapecon 31.31.205.163 € cnucke Tl
QBHapy*eHo HoBOE coeiWHEHMe ¢ aapecor 104.27,131.168 B cnkcke Tl
CBHapy#eHo HOBOE CoegMHeHMe ¢ aapecon 104.28.646 B cnacke Tl
QBHapy#eHo HOBOE COBAMHEHME C 3apecon 37.140,192.62 e cnwcke Tl
CBHapy#eHo HOBOE COeiMHEHME C aapecon 192.0.78.25 e cnncke Tl
QBHapy#eHD HOEDE COBAMHEHME C agpecom 216.58.207.206 & cnmcke Tl
COHapy*eHo HOBOE COBAWMHEHME C 3apecor 157.230,120.63 B cnmcke Tl
COBHapyeEHO HOEDE COBAMHEHME ¢ 3apecon 198.185.159.144 & cnmcke Tl
QBHapy*eHO HOBOE COBAWHEHME C 3apecon 195.22.26.248 e cnwcke Tl
CBHapy*eHo HOBOE COeiMHEHMe C aapecon 184.168.131.241 B cnmcke Tl
QBHapy#eHo HOBOE COBAMHEHME C aapecon 198.185.159.145 B cnucke TI
CBHapy®eEHO HOBOE COEAMHEHME C 3apecomn 57.199.248.10 e cnwcke Tl
QBHapy#eHD HOEDE COBAMHEHME C agpecom &4.70,19.203 & cnmcke Tl
COHapy*eHO HOBOE COBAWHEHME C 3apecon 194.87.92.113 6 cnwcke Tl
COBHapy*eHO HOEOE CoeAWHEHME ¢ aapecon 104.24.117.35 € cnucke Tl
QBHapy*eHo HoBOE CoeAWHEHMe C aapecon 104.28.25.55 & cnwcke Tl
CBHapy*eHo HOBOE CoeiWMHeHMe ¢ aapecon 104.28.25.55 & cnmwcke Tl
QBHapy#eHo HoBOE coeiWHeHMe C aapecon 104184369 e cnwcke Tl

CBHapy#eHo HOBOE COeAMHEHME C aapecomn 104.27.137.80 6 cnwcke Tl
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Forced teleworking

OBHapyweH DMS zanpoc k CAIC cepeepam

OBHapy:xeH DMNS zanpoc k CAC cepeepam

OBHapyxeH DME zanpoc k URL, cogepsawmm epegoHocHoe MO
OBHapyxeH DMNS zanpoc k URL, cogepaxawmm epegoHocHoe MO
3anyck HOBOW cykBEl paHee He ZaMeYeHHOR B OpraHmEaLmK
OBHapyxeH DMS zanpoc k URL, cogepxawmm spegoHocHoe MO
3anyck HOBOR cAyakBEl PAHEE HE ZAMEYEHHOR B ORMAHWE3LK
OBHapyxeH DME zanpoc k URL, cogepsawmm epegoHocHoe MO
OBHapyxeH DMNS zanpoc k URL, cogepaxawmm epegoHocHoe MO
ObHapyxen DME zanpoc k URL, cogep:awmm epegoHocHoe [0
OBHapyxeH BMpYC Ha XocTe

OBHapyeH EMpYC Ha XocTe

OBHapyweH DMS zanpoc k CAC cepeepam

DBHapy:KeH EMpYC Ha XocTe

ObHapyweHo epedoHocHoe [0 B Hepaboudee Epema

OBHapyxeH DMNS zanpoc k URL, cogepaxawmm epegoHocHoe MO

Home » Azure Sentinel workspaces > Azure Sentinel | Overview

e Azure Sentinel | Overview

Selected workspace: ‘izsoc-ws’
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POTENTIAL
MALICIOUS
EVENTS

1.9K

OUTBOUND
0 A

INEQUND AND
UNKNOWN

19K ¥

|» Bing

© 2020 HERE, © 2020 Microsoft Corporation Terms

30Marf20
a0 arf20

30Marf20



Forced teleworking

Created vs. Resolved Chart:issues start of year
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I Recommendations

* Sprint became marathon

* Finish emergency plan

* Take a breath

 CyberSecurity, CyberSecurity, CyberSecurity ...
 Adopt countermeasures and protective gear

* Monitor threats and vulnerabilities

e Ask professional advice

e Use professional services



Cyber
Security 24x7x365

1Z:SOC

+7495 980 23 45

izsoc@infosec.ru

WWW.izSsoc.ru

Fraud management

antifraud@infosec.ru

Press office
pr@infosec.ru
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System integrator

[ vl
+7495 980 23 45 D
market@infosec.ru @

www.infosec.ru

Service

+74959819222 [
support@itsoc.ru @

WWW.itsoc.ru




