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PCI DSS: Scope, 6aHKOMaTbl, Mep4aH

AneKkcen bouyKapes,
[lenapTamMeHT KOHCANTUHra U ayanTa
3A0 HUM «NHPopm3aLmnTa»



OOnacTb OUEeHKHU

* 1.1.2 Cxembl ceTun
* 1.1.3 Cxembl NOTOKOB AaHHbIX KapT

* 2.4 [lepeyeHb CUCTEMHbIX KOMMOHEHTOB,
nonaaatrowmx noa TpeboBaHMA CTaHOAPTA

* 3.1 [lepeyeHb MmecCT XpaHeHMA AaHHbIX KapT
* 9.9 [lepeyeHb YCTPOUCTB 3aXBaTa AAHHbIX
* PerynsapHas aktyannsauma ob6nact OLEHKM
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3a4yeM 3TO HYXHO?

PCI DSS B TeKyLlem Buae — nepeyeHb KOHTPOJIEN
e 3HaeMm YyTo 3aWunLLATb (scope)

e 3HaeMm KaK 3awuwatb (TpeboBaHma 1-12)

=>

* BbinosnHAem TpeboBaHuA

* He 3abbiBaemM aKTyaIM3NPOBATb 3HAHMA O SCOpe
n TpeboBaHuAx (HoBble Bepcun ctaHaapTta) — BAU
noaxon — oAuH 13 ocHoBHbIX Te3ancos PCI DSS 3.0
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BaXHOCTb akTyanusauumu

* BU3Hec NOCTOAHHO pa3BMBaETCA
* HoBbIl NpoLecc — HOBble rPaHULLbl SCOpE

* OTCyTCTBME NPOLLECCOB, HAaNpPaB/EHHbIX Ha
onmMcaHue 061acTU OUEHKU — PUCKU ANA
nocaeayrowmx cepTmPmnKaumm

e [lpoueccHbIM noaxoa NMo3BOAAET HALLUM
K/IMEHTAM YXKe ceiyac BbIMOJHATb HOBbIE
TpeboBaHnA 1.1.3n 2.4
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TepMUHarnbHbIe YCTPOUCTBA

* baHKomaTbl,POS-TepmunHanbl, UHPOMATbI —
BCE NPUBHOCAT AOMNOJIHUTE/IbHbIE PUCKMW,
CBA3aHHble C 0bpPaboTKOM AAHHbIX KAPT

e ATM — TaKOM e CUCTEMHbIN KOMMOHEHT, KaK
cepBep, paboyas cTaHUUA, CeETEBOE
VCTPOUCTBO

e [lononHUTenbHaa moTuBauma - TpeboBaHUA
LUb — 382-1, 34-T
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ATM — cuCTeMHbI KOMNOHEHT € ToUYKM 3peHusi PCRBSS
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VISA

VISA BULLETIN 31 March 2011

Issuers’ Payment Card Industry Data Security
Standard Frequently Asked Questions

6. Are an issuing bank’s ATMs within the scope of the PCI DSS?

Yes. The PCl SSC states that the PCI DSS applies to any entity that stores, processes or transmits cardholder data. The
ATM's network and the physical environment in which it resides must also comply with the PCI DSS.

9. For Visa PCI DSS compliance validation requirements, are issuing banks that acquire ATM
transactions (i.e., cash disbursements only) considered to be merchants*?

In accordance with Visa-defined merchant PCI DSS compliance validation levels, a bank that acquires ATM transactions

(i.e., cash disbursements only) is not considered to be a merchant. However,_a bank offering product sales (e.g., postage
stamps) via an ATM is considered to be a merchant, and all such transactions acquired by all participating ATMs must be

aggregated to determine the merchant level and any validation requirements.

Banks identified as a Level 4 merchant based on the aggregate total of annual product sales transactions may decide at
their own discretion to validate PC| DSS compliance.

* A "merchant” is any business entity that accepts Visa payment cards as a form of payment for goods or services rendered.

l! VIHpOpM3awumTa
- CHCTOMMBIR MHTOTPATOP




Pucku

* Micnonb3oBaHue yctapeswmnx OC
— Windows XP
— 710 cux nop BcTpeyatotcs ATM ¢ 0S/2
* [lepenaya PyHKUMMN MO YNPABAEHNIO CTOPOHHUM
opraHuMsaumam

— MNOCTABLUUKWN YCAYT A0/KHbI BbINOJAHATb NPUMEHUMbIE
TpebosaHmAa PCl DSS

* CeTeBoe obopyaoBaHme ana noakntodeHma ATM

 Bonpocbl no obecnevyeHno GU3nNYecKkom
6e30nacHoOCTHU
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PeweHusa

e Oco3HaHHoOe BKAYeHue cet ATM B obna
OLLEHKMW ‘

e PaboTa c BEHAOPaMM M NOCTaBLLMKAMM YCAYT

* nepexod Ha akTyasnbHble Bepcuun OC, 10O

* TpeboBaHMA No 6H€30NaCHOCTM B A0roBOpax
* CTaHAApPTbl KOHOUTYPUPOBAHUSA

* CTaHAApTHble cxeMbl noaknodeHua K MU

* ynpaBaeHne nsmeHeHunaAmm

* UCNOoJib3oBaHUeE CNeunain3npoBaHHbIX C3U
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POS-TepMUHanbIi

* JKCNYyaTUPYIOTCA MepYaHTaMM

* Kak n ATM, 3a4acTyto OTAatOTCA Ha OTKYN
NOCTaBLUMKaM yCnyr

e OTcytcTBME KOHTPONA 3a ceTbto POS’oB — BCe 3TO
MOXET NPUBECTU K HEKOHTPOINPYEMOMY
XPaAHEHUIO AaHHbIX KAPT U PUCKAM UX
KoMmnpomeTaummn

CooTtBeTcTBUE MepyaHTa TpeboBaHmnam PCl DSS —
rosioBHasA 60/1b 3KBanepa
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OTBeTCTBEHHOCTb 3KBanepa

* [Mporpammbl 6e3onacHocTtn AlS, SDP roBops

— 3KBaI716p HeceT OTBEeTCTBEHHOCTb 34
KOMMpomeTaunmnm KapT, npomnsowegiine no BMHe
CBOUX MepYHaHTOB

— NO/IKEeH perynapHo otyntbiBaTbCcAa nepea MI1C o
CTaTyce COOTBETCTBMA CBOUX MepYaHTOB

— [O/1}KeH KOHTPOMPOBaTb COOTBETCTBME CEpPBUC-
npoBanaepoB, KOTOPbIX MCMONb3YIOT MEPYAHTbI
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YnpaBrneHue cCOOTBETCTBUEM

* JKBaWep onpeaensaeT TpeboBaHMA NO
NoATBEPKAEHUIO COOTBETCTBUS

e JKBauep BAMAET Ha cnocob npmnema KapT K
onJiate — MCNOIb30BaHME «MPaBUNbHbIXY
CNocob0oB 3HAYNTENIbHO CHUXKAET PUCKU

* PaboTa c nocTaBLLMKaMUM YCAYT — OLLeHKa
PUCKOB, I0fOBOPHble 0bs13aTeNnbCTBa

e Oby4yeHune coTpygHmnkos TCl1
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CooTBeTCTBME — 3TO Npouecc

 PCI DSS — 310 6a30Bble npaBuaa, NO3BONAIOLL
NOBCEMeCTHO NOBbICUTb 3aWULLEHHOCTb
npoueccoB 06paboTKM KapT

* Acnonb3oBaHne BAU noaxona no3sonAaer
BbINO/IHATb NPaBW1a CBOEBPEMEHHO

e 3aWKMTa TEPMUHANbHbBIX CETer — HecnpaBea/iMBo
«3abbITbIM» aCNeKT COOTBEeTCTBUA

e OpraHusaumus B3aMMoaencTBma BCex
BOBJIEYEHHbIX B nNpouecc 0bpaboTKM CTOPOH -
Ba’KHbIM LAr B onpeaeneHnm 30H
OTBETCTBEHHOCTM U CHUXKEHUWN PUCKOB
KOMMPOMeTaunm
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Cnacumbo 3a BHUMaHue!

Bawwu Bonpocbl?

Anekcen boukapes, CISA, PCI QSA
a.bochkarev@infosec.ru
http://infosec.ru
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